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: . Important notes
services securely passwords online

€ Avoid accessing your Digital Trading Services (the “Services”) account at public computers or public WiFi networks. Use security
protection such as Wi-Fi Protected Access (WPA), if possible.

€ Only use trusted Wi-Fi networks or service providers to accessing your account of the Services.
€ Do not disclose your personal details, e.g. username, password and security code, to anyone.

€ If you find any unusual pop-up screen or computer response is unusually slow, please do not input your personal details or any account
information and report to customer service hotline.

¢ Do not use hyperlinks to access the Services unless you are sure that they are from secured sources. Instead, enter the website
address directly, such that you can avoid being brought to a fraud site.
Remember: HSBC Broking will never provide any hyperlink to the logon page by emails or SMS.

€ HSBC Broking is not affiliated with any third party aggregator mobile apps and for security reasons customers should not disclose their
digital trading services credentials, especially one-time security code to third parties.

€ Only use trusted mobile devices to access the mobile trading app, such that your log on credential will not be captured by a fraudulent
device.

€ Always check the date/time of your last logged on session. This information is available on the welcome page when you logon to the
Services.

€ Do not let your browser remember your logon details for accessing the Services.

€ Always verify that the website you are visiting is genuine. Click the ‘padlock’ icon at the top of the page near the address bar to ensure
that the identity of the website is certified as hitps://www.hsbc.com.hk/brokina/.

€ Ensure the HSBC Broking mobile trading app (the “app”) you are using is genuine. Only download the app from Hong Kong App Store or
Google Play Store and verify the developer of the app is “The Hong Kong and Shanghai Banking Corporation Ltd”. This ensures that the
apps you download are authentically from HSBC Broking.

€ Always exit by clicking the ‘Logoff’ button to ensure that you have ended the session securely.
Remember: Closing the browser window does not ensure that your session is terminated properly.
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Never share your password to anyone.

Do not forward your one-time password (OTP) / security token to others.

Change your password on a regular basis (e.g. every month) and select password combination that are difficult to guess.
New password should be different from your previous twelve passwords.

Use different passwords for different websites and channels.

Memorize your password and do not write it down.

Don't use the word ‘password’, numerical sequences (for example “12345”), easily recognised keypad patterns (“14780”,
‘qwerty”, etc.) or a single commonplace dictionary word that could be cracked by common hacking programs.

Avoid sharing your device and account password with others and do not use other people’s devices to log on to your private
accounts.

HSBC Broking staff will never ask you to provide passwords, over the phone, nor will we notify you of account irregularities
using pre-recorded messages.
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We will send a system generated identification (“Registration UID”) and a system generated password (“Registration PIN”) to
you. You will need this information for your first time registration of the Services. To learn more about Registration UID and
Registration PIN, please click here.

When you logon to the Services, your account is protected by a combination of 1) a unique username; 2) a password; and 3)
a second password or a one-time 6-digit password generated by your security device. To learn more about security device,
please click here.

If you use the “dual password” mode to log on to the Services and wish to perform any trade-related activity or review your
personal information, you will be prompted to input a one-time 6-digit password (“security code”) either received via short
message service or generated by a security device. This aims to strengthen the identity authentication measures. Remember
to update your mobile number registered with us as soon as possible if the number has changed. To learn more about
security code, please click here.

You will receive email notifications when you performed the following activities successfully: 1) logon to the Services; or 2)
change your passwords through the Services; or 3) any trade instruction placed by you through the Services. If the activity
mentioned in the email notification is not performed by you, please contact our customer service hotline for assistance
immediately. Remember to update your email address registered with us as soon as possible if the email address has
changed.

As a security measure, you will be automatically logged out of the Services if you do not do anything on a page for a certain
period of time. You should always log out from the services when you have finished.

To protect you and our systems, some of the oldest web browser versions will no longer be able to access to the Services.
Generally, the latest versions of a browser (such as Microsoft Internet Explorer, Google Chrome and Apple Safari) have the
most up-to-date security features. If you are not using recent browser versions, please upgrade your browser to the latest
version. You can search online for advice on how to do this.

When using our App, please update to the latest version to ensure a safer and smoother user experience.
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€ Everyone should be wary of online phishing scams. Phishing is an attempt by criminals to 'fish' for personal information such as
security credentials, or to convince you to click on or open malicious files/links.

€ You should install firewalls and anti-virus software to counter viruses and spyware. Most computers come with personal firewalls
— known as software firewalls — pre-installed. For additional security, you can download an additional stand-alone firewall,
known as a hardware firewall. For anti-virus and anti-spyware software, there are many kinds available on the market. Always
use a reputable brand and be mindful of fake products.

€ Always check SMS, email notification, statement and email message issued by HSBC Broking.

€ Stay vigilant to any unfamiliar SMS / email / call / website which have a different look and feel, or content from a regular HSBC
Broking SMS / email / call / website. Pay attention to the domain of email and website, do not reply or click on any links, or
open any attachments if you suspect any phishing activities

€ Ensure your mobile number and email address registered with us are valid and updated.

€ If you suspect any unusual activities in your account or receive any suspicious SMS/email/phone call asking you for your logon
or personal details, please contact HSBC Broking’s customer service hotline at (852) 3989 8181. The hotline service hours are
from 8.30am - 5.30pm Mondays - Fridays (except public holidays).

€ For more information about online security, please go to “Online Security” at the bottom of the homepage of HSBC Broking’s

public website: www.hsbc.com.hk/broking

(The information contained in this document will be updated from time to time and is for reference only. Should there be any discrepancy between the English
and Chinese ersions of this document, the English version shall prevail.) 6
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